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Abstract—We propose a new secure underwater acoustic com-
munication scheme designed to let a user (Alice) transmit a
confidential message to another user (Bob) in the presence ofan
eavesdropper (Eve). A typical approach in conventional wireless
physical-layer security is to rely on a friendly jammer to jam
Eve through artificial noise (AN). Instead, for the first time,
we propose a secure underwater communication scheme that
relies on cooperative friendly jamming through CDMA-based
analog network coding (ANC). The cooperative friendly jammer
transmits information using the same spreading code used in
the legitimate Alice-Bob link. The information transmitted by
the cooperative jammer is known a priori to Bob, but not to
Eve. Although the jammer’s packet will also interfere at Bob,
we show that after jointly estimating the two multipath-affected
channels, Bob can suppress the interfering packet and decode
Alice’s packet, while Eve cannot. We also formulate the problem
of joint optimal selection of friendly jammer and power allocation
(for Alice and the jammer) that minimize Eve’s capability of
intercepting the signal while guaranteeing a predefined level
of quality of service (QoS) for Bob. The proposed scheme is
implemented in a testbed based on Teledyne Benthos Telesonar
SM-975 underwater modems and tested extensively in Lake
LaSalle at the University at Buffalo. Experiments and simulations
demonstrate that, for a given energy budget, the proposed scheme
can guarantee much higher bit error rate (BER) at Eve, while
creating minimal BER disturbance at Bob, compared to the AN-
aided approach.

I. I NTRODUCTION

Underwater acoustic communications and networking have
recently attracted considerable attention due to increasing
interest in many undersea commercial and military appli-
cations [1], [2], [3], [4]. Although radio frequency (RF)
electromagnetic and optical waves are the dominant physical
communication carriers in terrestrial wireless communications,
in water they are severely affected by high attenuation and
scattering, respectively. Acoustic communication is therefore
the transmission technology of choice for wireless underwater
networked systems [1].

The underwater acoustic (UW-A) channel is considered one
of the most challenging environments to establishreliable
and secure communications. Some of the challenges include
slow propagation of acoustic waves, limited bandwidth, and
high and variable propagation delays. Furthermore, the UW-A
channel is affected by Doppler spread and by severe time-
varying multipath fading [1], [2].

Such a challenging environment makes reliable communica-
tions hard to achieve, and at the same time makes underwater
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networks prone to malicious attacks. Some security challenges
in underwater networks are discussed in [5]. In this paper,
we concentrate on the problem of transmitting securely a
confidential message in the presence ofeavesdropping attacks.
One way to overcome eavesdropping is to apply cryptographic
approaches at the upper layers of the protocol stack by
encrypting data before transmission. However, cryptographic
mechanisms can face potential attacks at the higher layers [6],
and suffer from heavy computational complexity, especially,
in resource constrained underwater acoustic sensor networks
(UW-ASNs) [1], [3]. In any case, it is desirable to improve the
security of the physical layer wireless channel by impairing
the eavesdroppers’ intercepting capabilities in the first place
[7].

Physical layer security has therefore recently attracted con-
siderable attention [8], [9], [10] due to its inherent ability to
prevent eavesdropping. Although most research has focused
on information theoretic approaches [11], [12], [13], the topic
has drawn significant interest from the signal processing [6],
[7], [14] and networking [15], [16] communities. However,
very limited research only has addressed secure UW-A com-
munications in the presence of an eavesdropper.

Among these, in [17], a direct-sequence spread-spectrum
(DSSS) waveform design with low probability of interception
(LPI) was proposed to provide covert UW-A communications.
Similarly, in [18], a multi-carrier spread-spectrum (MCSS)
modulation was proposed as a means to render covert UW-A
communication at low signal-to-noise ratio (SNR). A receiver
with multiband equalization was proposed to jointly equal-
ize and despread the contiguous frequency bands carrying
the same symbol stream. In [19], a multiband orthogonal
frequency-division multiplexing (OFDM) transmitter and re-
ceiver were presented for secure UW-A communications at
low SNR regime with the intention to avoid interception.
However, those schemes may become vulnerable to eaves-
dropping if the adversary is able to identify the spreading code
or the modulation technique used by the two parties. Direct-
sequence code-division multiple-access (DS-CDMA) schemes
have long been used to provide covert communications [20],
[21]. However, recent work [22] has shown that DS-CDMA
can become vulnerable to attacks since it is possible to blindly
identify the spreading code used by the legitimate user when
neither channel state information nor training sequence is
available. Accordingly, it is necessary to explore alternative
means to provide security at the physical layer.

In this paper, we propose a new secure UW-A commu-
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nication scheme designed to let a user (Alice) transmit a
confidential message to another user (Bob) in the presence of
an eavesdropper (Eve). In the case when the adversary has a
better channel quality, compared to the legitimate link, perfect
secrecy (i.e., zero information leakage to the eavesdropper by
listening to the source-destination message exchange) cannot
be achieved. To overcome this obstacle, a cooperative friendly
jammer is often introduced to degrade the adversary’s channel
[6], [14]. A common approach frequently used by cooperative
friendly jammers is to jam the eavesdropper through artificial-
noise (AN) [23], [24]. Since such an approach can also degrade
the channel of the legitimate user, oftentimes, an array beam-
forming approach using multiple antennas is utilized to design
a scheme such that most of the AN jamming signal is targeted
to the adversary’s location, while minimizing its effects at the
intended user [23], [24]. Usually, a perfect knowledge of the
eavesdropper’s channel condition is necessary to design such
schemes [23], which may be hard to obtain or not be available
altogether. Moreover, in the case when the adversary is in close
proximity of the legitimate user, even a beamforming approach
cannot be of much help to avoid degrading the channel of the
legitimate user. Besides, beamforming requires nodes to be
equipped with arrays of transducers, which can be very costly
to provide in underwater sensor network deployments [1].

Therefore, for the first time, we propose a secure underwater
communication scheme that, unlike previous work relying on
AN-based jamming, is based on cooperative friendly jamming
built upon CDMA-based analog network coding (ANC), a
technique developed in our recent work [25]. The basic idea
of ANC [26], also known as physical layer network coding
(PNC) [27], is to allow concurrent transmissions of signals
over the wireless medium so that they intentionally interfere
with each other. The receiver, having heard the interfered
signal from prior transmissions, will suppress the interference
before decoding the desired information [25]. Prior work has
used ANC as a technique to increase the network throughput.
To the best of our knowledge, our work is the first to use the
principle of ANC with a completely different objective, i.e.,
to provide covert communications in UW-A channels.

The CDMA-based ANC scheme differs from conventional
DS-CDMA interference cancellation in terms of the nature
of the interference signal that each scheme is designed to
suppress. In conventional DS-CDMA, multiple access inter-
ference (MAI) is generated by different users utilizing unique
spreading codes. Instead, in CDMA-based ANC, MAI is
generated by a pair of nodes accessing the channel using
the same spreading code. As a consequence, it is much more
challenging to cancel the resulting interference.

The core idea of our proposed J-ANC (Jamming-through-
ANC) scheme is as follows. We consider a DS-CDMA link be-
tween Alice and Bob1. Eve may be located closer to Alice than
Bob, and thus may have a better signal/channel quality relative
to Bob. To prevent Eve from intercepting Alice’s packet, a
cooperative friendly jammer is selected to transmit information
modulated using the same spreading code assigned to the
legitimate Alice-Bob link. Although we could let Alice mix

1CDMA is one of the most promising physical layer and multipleaccess
techniques for UW-ASNs [1], since it is robust to frequency-selective fading
and can compensate for the effect of multipath through RAKE receivers [4].

the jamming signal in the digital domain (i.e., using network
coding [28]) before transmission, by introducing a cooperative
friendly jammer we leverage the physical properties of the
wireless medium and thus make it even harder for Eve to
intercept the communication, since she will have to jointly
estimate the two channels and remove the jamming signal
before being able to retrieve Alice’s packet. The information
bits transmitted by the cooperative jammer are randomly
generated and are knowna priori to Bob, but not to Eve.
Although the jammer’s packet will also interfere at Bob, we
show that after jointly estimating the two multipath affected
channels, Bob can suppress the interfering signal and retrieve
Alice’s packet. Therefore, Bob will be able to decode Alice’s
packet, while Eve will fail to do so with high probability.
We also formulate the problem of optimal selection of the
friendly jammer among a set of jammers and optimal energy
allocation for both Alice and the jammer, with the objective
to guarantee a minimum level of signal-to-interference-plus-
noise ratio (SINR) to Bob and, at the same time, degrade the
SINR of Eve as much as possible.

The contributions of this paper are outlined as follows.
1) For the first time, we propose a secure underwater com-
munication scheme that, unlike previous work relying on AN-
based jamming, is based on cooperative friendly jamming built
upon CDMA-based ANC. To prevent Eve from intercepting
Alice’s packet, a cooperative friendly jammer is selected to
transmit information modulated using the same spreading code
assigned to the legitimate Alice-Bob link. The information
transmitted by the cooperative jammer is knowna priori
to Bob, but not to the eavesdropper.
2) To the best of our knowledge, the case when Eve is in
very close proximity of the legitimate user is not addressed
adequately by the physical layer security research community.
This can be justified by the fact that perfect secrecy cannot
be achieved. The proposed scheme can even provide security
when Eve is located nearby Bob such that she can overhear
what Bob receives but will not be able to decode the message.
3) We formulate the problem of optimal selection of the
friendly jammer among a set of jammers and optimal energy
allocation for both Alice and the jammer, with the objectiveto
guarantee a minimum level of SINR to Bob and at the same
time, degrade the SINR of Eve as much as possible.
4) We implement J-ANC in a testbed based on Teledyne
Benthos Telesonar SM-975 underwater modems and test it
extensively in Lake LaSalle at the University at Buffalo.
Experiments and simulations demonstrate that J-ANC is less
harmful to the intended receiver and can provide higher secu-
rity against an eavesdropper compared to traditional AN-aided
approaches. Specifically, we show that for a given jamming
energy budget, J-ANC can guarantee much higher BER at Eve,
while causing minimal BER disturbance at Bob, compared to
the AN-aided approach.

The rest of this paper is organized as follows. In Section
II, we describe the system model with detailed discussions on
joint channel estimation and receiver design for both Bob and
Eve. In Section III, we address the friendly jammer selection
with optimal energy allocation problem. In Section IV, we
evaluate the proposed scheme. Finally, in Section V, we draw
the main conclusions.



Notation: The following notation is used throughout the
paper. Boldface lower-case letters indicate column vectors,
boldface upper-case letters indicate matrices,x

H denotes the
Hermitian of vectorx, IN and0N are the identity and zero
matrices of dimensionsN ×N respectively,tr{X} represents
the trace of a matrixX, C is the set of all complex numbers,
E {·} represents statistical expectation,| · | and ‖ · ‖ are the
magnitude and the norm of a scalar and vector, respectively,
Re(·) denotes the real part of a complex valued vector and
sgn(·) denotes zero-threshold quantization.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider a CDMA-based network shown in Fig. 1, in
which Alice would like to transmit confidential informationto
Bob in the presence of an eavesdropper, Eve. We assume that
Eve can be located closer to Alice (thus she may have a better
signal/channel quality) compared to Bob, as depicted in Fig. 1.
To prevent Eve from intercepting Alice’s packet, we utilizea
friendly jammer. Using the same DS-CDMA spreading code,
Alice and the jammer concurrently transmit packets,PA and
PJ , containing independent and identically distributed (i.i.d.)
bit streams, to Bob and Eve, respectively. Due to the broadcast
nature of the wireless medium, both Bob and Eve will overhear
the packets,PA and PJ . We further assume that Eve has
perfect knowledge of all the channel state information (CSI)
(between Alice/jammer and itself) and of the spreading code
utilized by Alice/jammer. In other words, we consider the
worst case for Bob, but best case for Eve. The packetPJ

is assumed to be known to both Alice and Bob but not to
Eve. We now illustrate a technique through which Bob can
successfully retrieve Alice’s packet at high SNR, while Eve
will fail to do so with high probability, which is our ultimate
goal.

Fig. 1. System model.

Because of the highly frequency-selective distortion caused
by multipath propagation in the UW-A channel, it is essential
to estimate the CSI periodically [25]. Accordingly, we utilize
a set ofNp pilot bits that are repeated periodically and are
inserted in each packet distanced less than the coherence time,
T

CT
, of the channel. The pilot bits will be used to jointly

estimate the CSIs from Alice-to-Bob and Jammer-to-Bob.
The baseband supervised and information bits transmitted

by Alice and the friendly jammer are

xA(i) = bA(i)
√

EAs, i = 1, 2, ... , (1)

xJ(i) = bJ(i)
√

EJs, i = 1, 2, ... , (2)

wheres ∈ 1
L
{±1}L denotes the normalized spreading code

of length L used by Alice and the jammer,EA and EJ

denote the transmit energy per bit,bA(i), bJ(i) ∈ {−1, 1}
areith pilot/information bits binary phase-shift-keying (BPSK)
data modulated and transmitted by Alice and the jammer,
respectively. The information bitsbk(i) are viewed as binary

equiprobable random variables that are independent acrossthe
users (k = A, J) and within a user steam (i = 1, 2, ...) [22].

Before transmission of the information bits, each chip of the
spreading sequence is multiplied by a pulse shaping signalp(t)
and a carrier. The normalized modulated spreading sequence
in the time domain is then denoted by

s(t) =
1

L

L
∑

l=1

d(l)p(t− lTc)e
j2πfct, (3)

where d(l) ∈ {−1, 1} is the lth transmitted chip of the
spreading sequence,Tc = T/L is the chip period,T is the
information bit duration, andfc is the is the carrier frequency.

We assume that packets propagate over multipath Rayleigh
fading UW-A channels, which is commonly used in modeling
UW-A channels [29], [30]. Without loss of generality, and for
ease of exposition, we assume here that packets transmitted
by Alice and the jammer experience the same number of
resolvable multipaths,MAB = MJB = M , and arrive at
Bob and Eve simultaneously. However, we note that the
proposed scheme does not require synchronous arrival of the
two packets at the relay2, which is difficult to achieve due to
long propagation delays in UW-A channel3. A preamble and a
postamble, identical chirp signals of duration100ms sweeping
the bandwidth from10Hz to 2.6kHz appended to each packet,
are used for channel probing, symbol synchronization for chip-
matched filtering, and multipath delay spread estimation, as
will be further discussed in Section IV-B.

After carrier demodulation, chip-matched filtering and sam-
pling at the chip rate over a multipath extended bit period
of L + M − 1 chips, whereM is the number of resolv-
able multipaths, the received signals,rB(i) ∈ CL+M−1 and
rE(i) ∈ CL+M−1 (that is, the noise-affected superimposed
version of theith bits of Alice and the jammer) at Bob and
Eve, respectively, are denoted by

rB(i) =
√

EASA(i)hAB +
√

EJSJ(i)hJB + nB(i), (4)

rE(i) =
√

EASA(i)hAE +
√

EJSJ(i)hJE + nE(i), (5)

where
hAB = [hAB(1), hAB(2), . . . , hAB(M)]H , (6)

hAE = [hAE(1), hAE(2), . . . , hAE(M)]H , (7)

hJB = [hJB(1), hJB(2), . . . , hJB(M)]H , (8)

hJE = [hJE(1), hJE(2), . . . , hJE(M)]H , (9)

are multipath channel coefficients from Alice-to-Bob, Alice-
to-Eve, Jammer-to-Bob and Jammer-to-Eve of lengthsM ,
respectively.hAB(q), hAE(q), hJB(q) andhJE(q) represent
the qth resolvable path coefficients modeled as quasi-static
Rayleigh-distributed random variables that remain constant
duringT

CT
block length,nB andnE are ambient noise, and

SA(i) , S
0
A(i) + S

+
A(i) + S

−
A(i), (10)

SJ (i) , S
0
J (i) + S

+
J (i) + S

−
J (i), (11)

2Due to space constraints, we will address the asynchronous case with
different number of resolvable multipath arrivals at the relay at a later time.

3In practice, the packet transmitted by the jammer,PJ , is slightly longer
than Alice’s packet, to make sure that all the bits ofPA are jammed at Eve.



where

S
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The matricesS0
k(i), S

+
k (i) and S

−
k (i) correspond to the

spreading code matrices generated due to the transmission of
bits b(i), b(i+1) andb(i−1), respectively, by userk ∈ {A, J},
Alice or the cooperative jammer in this case.
Joint Channel Estimation at Bob. We now show how Bob
can estimate the CSIs from Alice-to-Bob and Jammer-to-Bob
jointly. Let us define

SAJ(i) ,
[

√

EA SA(i),
√

EJ SJ(i)
]

(L+M−1)×2M

, (15)

hAB,JB ,

[

hAB

hJB

]

2M×1

. (16)

We rewrite (4) in a more compact form as

rB(i) = SAJ (i)hAB,JB + nB(i), i = 1, 2, ... . (17)

Before jointly estimating the channel coefficients,hAB and
hJB, we first define the pseudo-inverse ofSAJ(i) for (L+M−
1) > 2M using the Moore-Penrose pseudo-inverse formula as

S
†
AJ(i) ,

[

SAJ(i)
H
SAJ (i)

]−1
SAJ (i)

H . (18)

If we assume thatnB is modeled as white Gaussian dis-
tributed, the conditional maximum-likelihood (ML) estimate
of hAB,JB, for a given supervised biti, can be obtained by
minimizing the following squared error quantity

h̃AB,JB = arg min
hAB,JB∈C2M

‖rB(i)− SAJ (i)hAB,JB‖22. (19)

Since the channel noise is assumed to follow a zero-mean
Gaussian distribution, the marginal solution of (19) can be
estimated by sample averaging over a data record ofNp pilot
bits as

ĥAB,JB =
1

Np

Np
∑

i=1

S
†
AJ (i) rB(i). (20)

We can obtain an accurate estimate ofhAB,JB if and only if
(15) is of full rank. This condition is satisfied if (15) contains at
least2M independent vectors. In this work, we use columns
of a Sylvester-Hadamard matrix,HL with elements+1 or
−1, of orderL = 2n, n = 2, 3, ... , as our spreading code.
The Sylvester-Hadamard matrix has good autocorrelation and
cross-correlation properties [31]. Rows (and columns) of the
HL are mutually orthogonal to each other. For a spreading
code of orderL = 4 extracted fromHL, the above condition
cannot be satisfied forM = 3, hence a spreading code length
of L = 8 or longer needs to be used in this case. In practice,
as we will show in Section IV, a spreading code of length at
leastL = 32 might be necessary in shallow UW-A channels.

In addition to that, it is important to select the training
sequences for both nodes with very low cross-correlation
properties to minimize the noise enhancement,S

†
AJ (i)nB(i),

which can be shown to be equal totr
{

[

SAJ (i)
H
SAJ (i)

]−1
}

[25]. Accordingly, to minimize the noise enhancement, we
utilize two orthogonal sequences of pilot bits extracted again
from columns ofHL, of orderL = 2n, n = 4, 5, ... .

The CSIs from Alice-to-Bob and Jammer-to-Bob are then
computed as

ĥAB = [IM 0M ] ĥAB,JB, (21)

ĥJB = [0M IM ] ĥAB,JB. (22)

Receiver Design at Bob.To decode the information bits, Bob
will use the estimated CSIs,̂hAB, ĥJB, and design a RAKE-
matched-filter that decides on the transmitted bit of the user
of interest (Alice) based on the sum of the individualM path-
correlator outputs; which can be equivalently characterized by
the normalized static(L+M − 1)-tap FIR filter given by

wMFB
=

SMF ĥAB

ĥH
ABS

H
MFSMF ĥAB

, (23)

where

SMF ,










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









s(1) 0 . . . 0
... s(1)

...

s(L)
...

. . . 0

0 s(L) s(1)
...

...
. . .

...
0 0 . . . s(L)

























(L+M−1)×M

(24)

represents theM path-correlator outputs, which can be con-
structed knowing the number of multipaths,M , which is
estimated through chirp-matched filtering (Section IV-B).

Before decoding the information bits, we first cancel the
inter-symbol-interference (ISI) resulting from the previously
decoded bits of Alice. Moreover, we cancel the estimated
interfered data bits from the jammer and, employing the
RAKE-matched-filter proposed in (23), the information bits
(j = 1, 2, ...) of the user of interest (Alice) are decoded as

b̂A(j)=sgn
(

Re

[

w
H
MFB

(

r̂B(j)−S
−
A(j)ĥAB−SJ(j)ĥJB

)])

,

(25)
whereS−

A(j)ĥAB is the ISI of the previously decoded bit from
Alice andSJ (j)ĥJB is the estimate of the interfered data bit



originally transmitted by the jammer.
Receiver Design at Eve.We consider the worst case scenario,
that is, Eve knows all the CSIs, the number of multipath
M , and the spreading code used by Alice/jammer. Before
attempting to decode Alice’s packet,PA, Eve will first design
a linear maximum SINR filter as

wmaxSINRE
= argmin

wE

E

{

∣

∣w
H
E (
√
EASA(i)hAE)

∣

∣

2
}

E

{

∣

∣wH
E(
√
EJSJ (i)hJE+nE(i))

∣

∣

2
}

= kR−1
E SMFhAE , (26)

where k > 0, and RE is the autocorrelation matrix of the
observed signal at Eve given by (5) (which can be estimated
by sample averaging).

Eve will attempt to decode the information bits transmitted
by Alice using the linear maximum SINR filter (26),

b̃A(j) = sgn
(

Re
[

w
H
maxSINRE

rE(j)
])

, j = 1, 2, ... . (27)

III. JAMMER SELECTION WITH OPTIMAL ENERGY

ALLOCATION

In the case where a set ofJ cooperative friendly jammers
(i.e., J1, J2, ..., JJ ) are available, selecting the best jammer
and optimally allocating constrained energy resource to both
Alice and the jammer may further enhance the performance of
our proposed J-ANC scheme. Consider the network topology
shown in Fig. 1. We assume that Alice is in the vicinity of a
set ofJ friendly jammers that are willing to cooperate with
her to jam Eve. We address two cases, i.e., (i) known channel
conditions of Eve, and (ii) unknown channel conditions of Eve.
Note that Alice may infer the CSI of Eve in cases where it
knows the positions of Eve and of the friendly jammer [7]. For
example, when Eve is located close to Bob, after estimating
the CSIs, Bob can send them to Alice. The case of unknown
CSI of Eve is likely to be the more common case.
i) Known channel conditions of Eve. We assume that Alice
knows the CSIs, Jammer-to-Bob and Jammer-to-Eve,∀J ∈ J .
As we will show, Alice will pick the jammer that will do
maximum harm to Eve, while minimizing its jamming effect
on the intended receiver, Bob.

Our objective is to jointly select (a) the optimal transmit
energies (per bit),EA andEJ , and (b) the jammer, to minimize
the SINR of Eve4 while guaranteeing a minimum level of
SINR (QoS) (which can be translated to BER) to Bob.

We formulate the optimization problem as

minimize
EA,EJ ,J∈J

SINRE (28)

subject to: SINRB ≥ β, (29)

0 ≤ EA ≤ Emax, (30)

0 ≤ EJ ≤ Emax, (31)

whereβ is the minimum SINR (QoS) requirement of Bob,

4Ideally, we would like to have Eve’s BER be as close as possible to 1/2.
When her BER is1/2, or equivalently her SINR is0dB, the transmission
can be called perfectly secure [7].

SINRE ,
E

{

∣

∣w
H
maxSINRE

(
√
EASAhAE)

∣

∣

2
}

E

{

∣

∣wH
maxSINRE

(
√
EJSJhJE+nE)

∣

∣

2
}

= EAh
H
AES

H
AR

−1
I+NE

SAhAE , (32)

and

SINRB ,
E

{

∣

∣w
H
MFB

(
√
EASAhAB)

∣

∣

2
}

E

{

∣

∣

∣
wH

MFB
(
√
EJSJhJB−

√
EJSJ ĥJB + nB)

∣

∣

∣

2
}

= EAh
H
ABS

H
AR

−1
I+NB

SAhAB , (33)

are the SINRs perceived at Eve and Bob, respectively, where

RI+NE
= E

{

(

√

EJSJhJE + nE

)(

√

EJSJhJE + nE

)H
}

= EJSJhJEh
H
JES

H
J + σ2

EI(L+M−1), (34)

and

RI+NB
= E

{(

√

EJSJ (hJB − ĥJB) + nB

)

(

√

EJSJ(hJB − ĥJB) + nB

)H
}

= EJ (SJhJBh
H
JBS

H
J − SJ ĥJBĥ

H
JBS

H
J ) + σ2

BI(L+M−1),
(35)

are the autocorrelation matrix of combined interference and
noise at Eve and Bob, respectively. Notice that Bob will be
able to suppress most of the interference term (

√
EJSJhJB)

caused by the jammer, but Eve will not.
It is easy to verify that, at optimality, (29) must hold with

equality. Therefore, from (28), (29) and (33) it can be shown
that the minimum energy to be allocated to Alice should satisfy
Eopt

A = β

hH
AB

SH
A
R

−1
I+NB

SAhAB
. Accordingly, we can reformulate

the optimization problem (28)-(31) as

minimize
EJ ,J∈J

βhH
AES

H
AR

−1
I+NE

SAhAE

hH
ABS

H
AR

−1
I+NB

SAhAB

(36)

subject to:
β

hH
ABS

H
AR

−1
I+NB

SAhAB

≤ Emax, (37)

0 ≤ EJ ≤ Emax. (38)

By solving the optimization problem (36) - (38), we obtain
Eopt

J = Emax. Note that in case the constraint (37) cannot be
satisfied for a specific SINR requirement of Bob (e.g. due to
poor channel conditions), Alice and the jammer will choose
not to transmit their packets.

Assuming the CSIs of Eve (hAE , hJE , ∀J ∈ J ) and the
disturbance autocorrelation matrix (34) are available to Alice,
the optimal jammer selection problem becomes a combina-
torial optimization problem. To find the best jammer, Alice
will compute (36) for each available jammer, and the one that
provides the lowest value will be selected as the optimum
jammer,Jopt.
ii) Unknown channel conditions of Eve. In case the location
of Eve is unknown or the disturbance autocorrelation matrixas
well as the CSIs of Eve cannot be computed adaptively, Alice
will select a friendly jammer that is closest to her. Having



selected the jammer, Alice and the jammer will use the optimal
energy allocation, discussed above, to jam the eavesdropper.
The idea behind selecting the jammer closest to Alice is to
let the two signals (i.e. the jammer’s and hers) attenuate with
similar amount such that the SINR at Eve with high probability
will be less than0 dB, irrespective of the location of Eve.
Note that the optimal energy allocation,Eopt

A and Eopt
J , do

not depend on the CSI of Eve.

IV. PERFORMANCEEVALUATION

We evaluate the performance of the proposed J-ANC
scheme using simulations and underwater testbed experiments.
We compare J-ANC against the conventional DS-CDMA,
utilizing AN as a jamming source, in terms of average BER.
Even though secrecy capacity is a more commonly used
performance metric in theoretical physical layer security, we
consider BER in our evaluation, as it is more practical and
informative, (i.e., it provides more details on the expected
number of bits that can be correctly decoded and whether the
packet can successfully be received or not).

A. Simulation Results

Simulations were performed using the system model dis-
cussed in Section II. Here, Alice and the friendly jammer
concurrently transmit their packets, using the same spreading
code, to Bob and Eve, respectively. The channel is modeled as
quasi-static frequency-selective Rayleigh fading channels. The
multipath channel coefficients are considered as independent
zero-mean complex Gaussian random variables of variance
1/M , and the number of multipathsM are randomly selected
from the range of values1–15. Bob jointly estimates the
CSIs (Alice-to-Bob and Jammer-to-Bob), and removes the
interference, caused by the jammer’s packet, before decoding
the confidential information transmitted by Alice. Assuming
Eve has perfect knowledge of CSIs and of the spreading code
utilized by Alice, she will try to intercept Alice’s packet using
the maximum-SINR filter (26) discussed in Section II.

The transmitted packets are divided into fragments and pilot
bits are inserted before each fragment. The fragment size is
determined based on the average coherence time of a shallow
water acoustic channel, which is in the order of a few seconds
for a transmission frequency of10 kHz [32]. Accordingly,
a fragment size of125 Bytes is selected. We assume Eve
is located close to Bob for fair comparison, such that she
has the ability to receive exactly what Bob receives. Unless
otherwise stated, the simulation parameters are payload size
= 1.25 kBytes, fragment size= 125 Bytes, energy per bit
EA = EJ , number of pilot bitsNP = 16 and spreading
code lengthL = 32. The probability of error conditioned
on channel coefficients is averaged over1000 independent
channel realizations.

Figure 2 plots the average BER of the proposed J-ANC
scheme and conventional DS-CDMA with and without AN
jamming for various SNR values of Bob. As we can see, the
performance of J-ANC, in terms of average BER, is close
to the conventional DS-CDMA scheme that does not utilize
a cooperative jammer. The price we pay is in joint channel
estimation. The better we estimate the channel, the closer
the performance is to the conventional DS-CDMA scheme
without jammer. We also observe that the BER of Eve is

very high, i.e., close to0.25 when the SNR of Bob is25 dB,
which makes it very hard for Eve to intercept Alice’s packet.
To achieve a BER of10−4 at Bob, an SNR of21 dB and
22.5 dB is required with the conventional DS-CDMA and J-
ANC schemes, respectively. Therefore, for a penalty of1.5dB
the proposed scheme can provide a secure communication
means. We also evaluate the performance of the AN-aided
approach, in which, the jammer transmits artificial-noise using
the same energy as Alice. We observe in Fig. 2 that it does help
to reduce Eve’s intercepting capabilities, but not to the same
extent as our proposed J-ANC scheme. What is interesting to
notice is that, for a single antenna case, the AN-approach also
does great harm to Bob’s reception, unless he is much farther
away from the jammer relative to Eve.

Figure 3 plots the average BER for various SNR values
respectively forNP = 32 (instead ofNP = 16). We observe
that the performance of J-ANC improves at the cost of an
increase in the number of pilot bits. To achieve a BER of10−4,
J-ANC sacrifices less than1dB in SNR. The BER of Eve stays
the same since we assumed that she knows the CSIs, thus the
increase in pilot bits does not affect her decoding capability.
We observe that by increasing the number of pilot bits, the
performance of the AN-aided approach improves slightly, but
remains way more inferior than the proposed J-ANC scheme.

In Fig. 4, the energy transmitted by the jammer is selected
to be twice that of Alice. We observe that increasing the
jamming transmit energy will harm Eve even more, raising
her BER to0.331 when the SNR of Bob is25 dB. However,
the increase in energy by the jammer will not affect much
Bob’s decoding capability, as he will jointly estimate the CSIs
and try to remove the jamming signal. On the other hand,
although using the AN-aided approach, to some extent, helps
to raise Eve’s BER, at the same time it does greater harm to
Bob’s reception as well.

Using the optimal energy allocation discussed in Section III,
the average SINR of Eve versus predetermined SINR require-
ment of Bob,β, is plotted in Fig. 5 for values ofβ between
0 dB to 10 dB. The parameters chosen areNP = 32, L = 32,
and maximum energy per bitEmax = 312mJ, which translates
to 20W for a chip rate ofRc = 2, 048chips/s. The selection of
20W is based on the maximum transmit power of our testbed
UW-A modems. For the J-ANC scheme, we study two cases,
i) equal energy allocation,EJ = EA, and ii) optimal energy
allocation,Eopt

J = Emax and Eopt
A = β

hH
AB

SH
A
R

−1
I+NB

SAhAB
,

while for the AN jamming approach we fix the jamming power
EJ = 110mJ and varyEA within Emax. Comparing the two
schemes, we observe that J-ANC outperforms the AN jamming
approach by a great margin. With equal energy allocation the
J-ANC scheme can guarantee an SINR of Eve below−1 dB
even at relatively high SINR requirements of Bob, (i.e.,10dB).
Moreover, using the optimal energy allocation the performance
of the J-ANC scheme is further improved, especially at lower
SINR requirements of Bob. SelectingEopt

J = Emax will harm
Eve even more, while having minimal effect on Bob, since he
has the ability to suppress it. On the other hand, using the AN-
aided approach will also do harm to Bob, especially when Eve
is located close to Bob. Therefore, as Bob’s SINR requirements
increase, there is a greater chance for Eve to intercept the
communication using the AN-aided approach. It is intuitive



0 5 10 15 20 25
10

−6

10
−5

10
−4

10
−3

10
−2

10
−1

10
0

A
ve

ra
ge

 B
E

R

SNR of Bob [dB]

 

 

Conv. DS−CDMA with known CSI, no Jamming
Bob, J−ANC with known CSIs
Bob, J−ANC with est. CSIs
Eve, J−ANC with known CSIs
Bob, AN−Jamming with est. CSIs
Eve, AN−Jamming with known CSIs
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that the average SINR of Eve saturates asβ increases, due
to the fact that the J-ANC scheme allows Bob to cancel the
jamming signal while Eve cannot.
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B. Experimental Evaluation

Experiments were conducted in Lake LaSalle at the Uni-
versity at Buffalo using four Telesonar SM-975 modems by
Teledyne Benthos [33]. The actual deployment of the four
UW-A modems is shown in Fig. 6, with four orange buoys
floating on the surface of the lake, each attached to the
Telesonar SM-975 modem along with an anchor.

The sampling and carrier frequencies of the SM-975 acous-
tic modem arefs = 10, 240 Hz and fc = 11, 520 Hz, re-
spectively. The data packets were generated offline, converted
into a stereo WAV file in16 bit format, and uploaded on the
modems through the RS-232 interface. The DS-CDMA chip
waveforms were selected from the columns of a Sylvester-
Hadamard matrix of orderL = 32. Pulse shaping was done
using square-root raised-cosine with roll-off factorβ= 0.5 and
a chip rate ofRc = 2, 048 chips/s was generated.

The four modems were deployed at a depth of2 m above
the lake floor in the locations shown in Fig. 7. The distances
Alice-to-Bob, Alice-to-Eve, Jammer-to-Bob and Jammer-to-
Eve were set to approximatelydAB = 190 m, dAE =
150 m, dJB = 170 m anddJE = 110 m, respectively. A total
of 1.25 kByte of data was transmitted and each experiment
was repeated20 times for each transmit power levels. The
transmit power levels provided by the SM-975 modem are in
the range from−10.5dB (1.78W) to 0dB (20W), with 1.5dB
increments.

Fig. 6. Actual deployment of the four underwater acoustic modems in Lake
LaSalle at the University at Buffalo.

Fig. 7. Aerial view of the underwater acoustic testbed deployment.

Alice and the cooperative jammer were selected to transmit
simultaneously the packetsPA and PJ to Bob and Eve,
respectively. The jammer’s packet was on purpose slightly
longer than Alice’s packet, to account for propagation delays
and ensure that Alice’s packet is completely jammed at Eve. A
laptop, on an inflatable boat, was used to coordinate the trans-
missions of the packets through a serial port interface. Bob
and Eve were equipped with a data recorder that has a storage
capacity of64 GBytes. The experiments were conducted for
different transmit power levels at Alice, while keeping the
jammer’s power level fixed. The raw data were recorded and
analyzed offline. The average values are presented in the plots.

Figure 8 shows a snapshot of the channel impulse responses



(CIRs) obtained by chirp-matched filtering the received acous-
tic signal at Eve and Bob, respectively. A chirp signal was
used as a preamble because of its ideal characteristics, a sharp
main lobe with extremely low sidelobes (i.e., high mainlobeto
sidelobe ratio (MSR)). We observe that the channel is prone
to high multipaths effects with a multipath delay spread of
about12ms and14.5ms for Eve and Bob, respectively. From
the multipath delay spread, Eve and Bob can computeM ,
the length of tap-delay line needed for their receiver design.
In practice, a few taps longer were selected to be on the
safe side. From Eve’s CIR, we can see that multipath is
comprised of one main line-of-sight (LOS) component with
several attenuated multipath components that can readily be
separated. Interestingly, in Bob’s CIR, the LOS component
does not carry the highest energy, as one would normally
expect. Instead, a multipath component, possibly due to the
surface and bottom reflections of the lake, that appears after
a delay of 7 ms, relative to the LOS component, has the
highest peak and carries higher portion of the energy of the
transmitted acoustic signal. In addition, we observe that Bob’s
channel has many more multipath components compared to
Eve’s and some of them are even within the chip period
(0.5ms), which may cause inter-chip-interference (ICI). Due to
the fact that Bob’s receiver is located much farther away from
Alice compared to Eve, he certainly experiences much worse
channel conditions. The observed strong multipath effect is
due to the very shallow depth of the lake, only about4.5 m.
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Fig. 8. Normalized channel impulse response: (a) Eve, (b) Bob.

Figure 9 shows the average BER versus transmit power level
of Alice, with a fixed transmit power level of the jammer at
−4.5dB (7.1W), for a payload size of1.25kBytes, fragment
size of 125 Bytes, NP = 32, andL = 32. We note that the
average BER performance of J-ANC is slightly worse than the
conventional DS-CDMA, with no jamming case. Moreover,
we observe that using J-ANC to jam an adversary has much
better performance compared to AN-aided approach, which
does affect the main channel as well. We can see that, at the
maximum transmit power of Alice (0dB/20W), using J-ANC,
Bob’s BER is only1.1×10−3, while Eve’s BER is0.25. On the
other hand, the AN jamming approach can guarantee a BER of
0.9× 10−2 and1.5× 10−2 to Bob and Eve, respectively. Due
to the fact that Eve is closer to the jammer, her performance
is only slightly worse than Bob’s, in the AN-aided jamming
case.

Figure 10 shows the average BER versus transmit power
level of Alice, with an increased but fixed transmit power
level of jammer at−4.5 dB. The rest of the parameters are
kept the same. We observe that the average BER performance
of J-ANC is slightly affected, due to an increase in the
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Bob, Conv. DS−CDMA, with no Jamming
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Eve, J−ANC, Jamming Tx power = −4.5dB
Bob, AN−Jamming, AN Tx power = −4.5dB
Eve, AN−Jamming, AN Tx power = −4.5dB

Fig. 9. Average BER versus transmit power level of Alice. (L = 32,
NP = 32, Transmit power of the jammer−4.5 dB (7.1 W)).

transmit power from the jammer, but on the other hand it
helps to degrade Eve’s reception capability. An increase in
AN jamming power does slightly improve the performance of
AN-aided approach, but at the same time it harms Bob even
more. Increasing the jamming power from−4.5dB (7.1W) to
−1.5 dB (14.2W), at the maximum transmit power of Alice
(0dB/20W) using J-ANC Bob’s BER increases slightly from
1.1× 10−3 to 1.5× 10−3, while at the same time Eve’s BER
increases from0.25 to 0.28. On the other hand, using the
AN jamming approach the BERs of Bob and Eve increase to
2 × 10−2 and3.2 × 10−2, respectively, which makes it even
harder for Bob to decode the confidential message transmitted
by Alice. We expect the performance to be better in a deeper
water environment, with less multipath.
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Bob, Conv. DS−CDMA, with no Jamming
Bob, J−ANC, Jamming Tx power = −1.5dB
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Fig. 10. Average BER versus transmit power level of Alice. (L = 32,
NP = 32, Transmit power of the jammer−1.5 dB (14.2 W)).

C. Discussion

In case a malicious jammer enters the network pretending
to be a friendly one, we may detect its presence and halt
transmission. One way to do that is to let Alice transmit a
known non-confidential packet before the actual confidential
information (while the jammer is expected to transmit the
a priori packet it was assigned to transmit) and detect if Bob
will receive it correctly. If Bob fails to decode the packet,that
could be due to two reasons, i) the SNR is low and/or ii)
malicious jammer has jammed it. In case the received SNR is
high and Bob is still not able to detect it, then it is most likely



due to a malicious jammer. Bob will immediately inform Alice
to seize transmission.

One other possibility is that, in addition to the friendly
jammer, a malicious jammer might start jamming Bob. The
malicious jammer could use the same spreading code used
by Alice and friendly jammer, a different spreading code, or
AN. Prior to transmissions, Bob can listen and collect the
channel noise statistics. To detect the presence of the malicious
jammer, Bob will try to decode the packet sent by Alice. In
case he fails, he will analyze the noise levels of the received
signal and if it happens to be much higher that what he expects,
then most likely it is due to the presence of a malicious
jammer. Accordingly, Bob will inform Alice and the friendly
jammer to halt transmission. We will address the effect of
malicious jammer and how to overcome it in our future work.

V. CONCLUSIONS ANDFUTURE WORK

We presented J-ANC, a novel CDMA-based wireless secure
communication scheme for UW-A channels in the presence of
an eavesdropper. Unlike the conventional cooperative jamming
secure schemes that employ artificial noise as a jamming
source, J-ANC utilizes the same spreading code used by
the legitimate Alice-Bob link. The packet transmitted by the
friendly jammer is knowna priori to Bob, but not to Eve.
After jointly estimating the CSIs and removing the interference
resulting from the jammer’s packet, we showed that Bob will
be able to retrieve Alice’s packet, while Eve will fail to do so
with high probability. We also addressed the friendly jammer
selection and optimal energy allocation problem for both Alice
and the jammer, for a given QoS requirement at Bob. The
proposed scheme was implemented and tested in Lake LaSalle
at the University at Buffalo using Telesonar SM-975 modems.
Experiments demonstrate that for a given energy budget using
the same spreading code to jam an adversary is preferred, as it
is less harmful to the intended receiver and can provide higher
security, compared to artificial-noise-aided approach.
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