What Could Possibly Go Wrong With Your I.S.?

Starting Point: The organization loses control of its information systemPRIVATE 

	PRIVATE 

Circumstance
	
Situation
	
Examples

	Humans        N

Involved? 

       Y

 
	
“Acts of God”
	· Fire

· Flood

· Earthquake

· Tornado

· Hurricane

· Volcano

	Malicious      N

Intent? 

       Y

    
	
Poor Design
	· Inaccurate data

· Incorrect processing

	Tampering     N

Involved? 

       Y

    
	Unauthorized

Use of 

· Hardware

· Software

· Data
	· Shadow consulting

· Industrial espionage

· Information brokerage

	Impacts          N

Recognized 

Immediately?   

       Y

    
	Tampering

With 

· Hardware

· Software

· Data


	· Hacker

· Customer

· Disgruntled employee

	    


	Unavailability

Of 

· Hardware

· Software

· Data
	· Theft

· Terrorism

· Virus

· Sabotage

· Denial of Service



How to Cope With It: A Practical Checklist

 “If it can go wrong, it will.” However, if you know it will go wrong, it won’t matter because you can be prepared!
· Develop a disaster recovery plan

The online “Bible” of disaster recovery: www.drj.com. If needed, enter

User id: drj  

Password: world 

The page for sample recovery plans: http://www.drj.com/articles/DRJezine/downlds.html 

· Implement recovery sites

· hot site (automatic, immediate restart)

· cold site (entire system reloaded)

· Implement access controls

· password 

- hard to crack

- multilevel (none, read-only, read/copy, read/update)

- forced periodic revision

· biometrics

· encryption (deencrypt KPIO as a customer’s first name!)
· hire ex-hacker as Director of Security

· pay professional to break into system

· firewall

· Institute user awareness programs 

· Double-edged sword: Low publicity by affected organizations

· Institute physical hardware controls

· Chain lock

· Armed security guard
· Institute backup program

· Frequent backup (at least once a day)

· Fault-Tolerant systems (self-replicating, such as Lotus Notes)
· Use virus protection software; the latest version

